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BLOCKCHAIN
the future of 
records 
management?







LEARNING OBJECTIVES


Understand the basics of blockchain technology


Identify key legal and recordkeeping issues of blockchain


Analyze recordkeeping and information management uses for blockchain


Review use cases for blockchain in records management







WHAT IS BLOCKCHAIN?


A blockchain, is a growing list of records, called blocks, which are linked using 
cryptography.


Each block contains a cryptographic hash of the previous block, a timestamp, and 
transaction data (generally represented as a merkle tree root hash).


By design, a blockchain is resistant to modification of the data. 


It is "an open, distributed ledger that can record transactions between two parties 
efficiently and in a verifiable and permanent way".







WHAT IS BLOCKCHAIN?


For use as a distributed ledger, a blockchain is typically managed by a peer-to-peer 
network collectively adhering to a protocol for inter-node communication and 
validating new blocks. 


Once recorded, the data in any given block cannot be altered retroactively without 
alteration of all subsequent blocks, which requires consensus of the network majority. 


Although blockchain records are not unalterable, blockchains may be considered 
secure by design and exemplify a distributed computing system with high Byzantine 
fault tolerance. 


Decentralized consensus has therefore been claimed with a blockchain.







WHAT IS BLOCKCHAIN?


Blockchain was invented by a person using the name Satoshi Nakamoto in 2008 to 
serve as the public transaction ledger of the cryptocurrency bitcoin.


The identity of Satoshi Nakamoto is unknown. 


The invention of the blockchain for bitcoin made it the first digital currency to solve 
the double-spending problem without the need of a trusted authority or central 
server. 







UNDERSTAND THE BLOCKCHAIN IN 2 MINUTES







BLOCKCHAIN PROCESS STEPS







HOW IS BLOCKCHAIN USED?
1 Storing Digital Records
Blockchain allows unprecedented control of 
information through secure, auditable and immutable 
records of not only transactions but digital 
representations of physical assets.


2 Exchange digital assets
Users can issue new assets and transfer ownership in 
real time without banks, stock exchanges, or payment 
processors.







HOW IS BLOCKCHAIN USED?
3 Executing smart contracts
Self-governing contracts simplify and automate 
lengthy and inefficient business processes.


Ground rules Terms and conditions are recorded in the 
contract’s code.
Implementation The shared network automatically 
executes the contract and monitors compliance.
Verification Outcomes are validated instantaneously 
without a third party.







BLOCKCHAIN PROJECTS







KEY LEGAL ISSUES


Smart contracts


Data privacy and security


Regulatory enforcement


Liability and responsibility


Litigation and dispute resolution







BLOCKCHAIN HYPE CYCLE







BLOCKCHAIN & 
RECORDS MANAGEMENT
Here are some reasons why records management professionals should become 
familiar with blockchain:
 Cost savings
 Efficiency
 Security
 Flexibility
 Competitive advantage







BLOCKCHAIN RECORDS MANAGEMENT USE CASES


Preserving the Integrity of Log Data


Most information management systems sufficiently log all the key events in the 
repository. Most, if not all, of those audit logs can be corrupted. Despite millions of 
dollars spent on data protection mechanisms, it is relatively easy for administrators or 
malicious parties to copy, delete, modify, or falsify a company’s log data. Applied to 
this scenario, blockchain provides a trusted, independent, and cost-efficient proof-
mechanism that ensures that log entries can’t be deleted or altered after the fact. 







BLOCKCHAIN RECORDS MANAGEMENT USE CASES


Public Records Management


Generally, most government agencies are responsible for holding citizen data and 
many types of classified information indefinitely, and the sensitive nature of this 
information poses a huge privacy and security risk. Hopefully, Blockchain technology 
will enhance the security of these public data repositories through digital encoding to 
prevent any type of data manipulation or hacking. Currently, the Land Records 
Bureau at Brazil is testing out a U.S.-based Blockchain solution known as “Ubiquity.”







BLOCKCHAIN RECORDS MANAGEMENT USE CASES


Cost-Effective Alternative to Digital Signatures


Digital signatures are based on two or more groups that sign documents or other 
data, requiring a trusted third-party to issue signing certificates to verify that the 
signatures of all signing parties are authentic and that the signed data has not been 
altered. The advantage of blockchain is that it can provide proof of data integrity 
without the need for a third party as a go-between. Blockchain essentially builds out 
the business ledger by allowing multiple signatures, the creation of fingerprints 
and/or timestamps as an authenticator, and the distribution of information across 
multiple systems in a network as opposed to one centralized server







BLOCKCHAIN RECORDS MANAGEMENT USE CASES


Hiring Records


Any hiring organization requires trustworthy and authentic information regarding an 
applicant’s credentials to judge the applicant’s fitness for a job opening. Blockchain 
technology offers a Central Ledger, which is designed to keep applicant records 
permanently, and these records are not available for manipulation to suit the needs 
of particular job openings.







BLOCKCHAIN RECORDS MANAGEMENT USE CASES


Election Management


The digital platforms eliminate the need to be physically present to vote, which 
enhances the privacy and security of a voter. Blockchain offers not only a secure, 
digitized voting platform, but also a fraud-free vote counting mechanism, which is a 
huge cost and time saver. Blockchain could prevent vote-rigging.







BLOCKCHAIN RECORDS MANAGEMENT USE CASES


Healthcare Records


Blockchain will help provide enhanced security and better, authorized access to 
electronic patient records. The most important change that this technology will bring 
to healthcare information is complete transparency across hospitals, testing labs, and 
doctor’s offices. Other Blockchain use cases in healthcare can be found in
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GETTING UNSTUCK:
Keeping Your Plans Moving Forward


Jason C. Stearns, IGP, CIPP/US, CRM







LEARNING OBJECTIVES


• Upon completing this session, you will be able to:
• Analyze the needs and issues of the key stakeholders necessary to move forward
• Develop the "art" of compromising while staying true to yourself and your goals
• Examine ways to partner with and leverage supportive stakeholders
• Identify action steps to move forward and get back on track
• Apply techniques of "self-care" to keep you and your team motivated







THE SCENARIO:
You've been drafting and socializing your project for months. 


Key players are on board. You've reviewed the entire project with senior leadership for final executive sign-
off and… nothing. There's lots of discussion and review, but still no progress. 


The project is stuck! You're stuck. Now what?
Whether you have a specific project or a large scale initiative, this session will show you the tools, 
techniques, and approaches for getting your plans (and you) "unstuck" and back on track.







GETTING UNSTUCK: 
THE SIX PHASE MODEL 
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Fundamentals


Contribution


Misery


Renewal


Wisdom


Excitement


Introspection + Redirection + Action = 
Traction







ANALYZE THE NEEDS AND ISSUES OF THE KEY 
STAKEHOLDERS NECESSARY TO MOVE 


FORWARD







ANALYZE THE NEEDS OF THE KEY 
STAKEHOLDERS 


• Learn how to increase your success by recruiting stakeholders who have a 
vested interest in the effort both directly and indirectly.


• What do we mean by stakeholders and their interests?
• Why identify and analyze stakeholders and their interests?
• Who are potential stakeholders?
• When should you identify stakeholders?
• How do you identify and analyze stakeholders and their interests?







WHO ARE THE IG STAKEHOLDERS?







DEVELOP THE "ART" OF COMPROMISING 
WHILE STAYING TRUE TO YOURSELF AND 


YOUR GOALS







COMPROMISING WHILE STAYING 
TRUE TO YOURSELF


By staying true to yourself you will be more likely to achieve great results. 
Here are 5 strategies for staying true to yourself and being more assertive in 
your relationships…







COMPROMISING WHILE STAYING 
TRUE TO YOURSELF


By staying true to yourself you will be more likely to achieve great results. 
Here are 5 strategies for staying true to yourself and being more assertive in 
your relationships…


Never sacrifice your identity to other people.







COMPROMISING WHILE STAYING 
TRUE TO YOURSELF


By staying true to yourself you will be more likely to achieve great results. 
Here are 5 strategies for staying true to yourself and being more assertive in 
your relationships…


Set strict boundaries with your time and space.







COMPROMISING WHILE STAYING 
TRUE TO YOURSELF


By staying true to yourself you will be more likely to achieve great results. 
Here are 5 strategies for staying true to yourself and being more assertive in 
your relationships…


Don’t be needy and don’t accept someone 
else’s needy behavior.







COMPROMISING WHILE STAYING 
TRUE TO YOURSELF


By staying true to yourself you will be more likely to achieve great results. 
Here are 5 strategies for staying true to yourself and being more assertive in 
your relationships…


Don’t feel obligated to care about the same 
things that someone else cares about.







COMPROMISING WHILE STAYING 
TRUE TO YOURSELF


By staying true to yourself you will be more likely to achieve great results. 
Here are 5 strategies for staying true to yourself and being more assertive in 
your relationships…


Refuse to let others train you to be someone 
you’re not.







EXAMINE WAYS TO PARTNER WITH AND 
LEVERAGE SUPPORTIVE STAKEHOLDERS







PARTNER WITH AND LEVERAGE 
SUPPORTIVE STAKEHOLDERS
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Five strategies that will help you manage your project’s stakeholders:


1.Stakeholder mapping
2.Influence is key
3.Identify the triggers
4.Look for opportunities
5.Proactive mitigation







IDENTIFY ACTION STEPS TO MOVE 
FORWARD AND GET BACK ON TRACK







STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


To Recover or Not to 
Recover… that is the 
question!
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STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


Work Overtime – but don’t forget the ‘Law 
of Diminishing Returns’
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STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


Crash the Schedule!
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STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


Fast track tasks!
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STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


Just say NO! 


To Scope 
Change
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Image from: https://www.keepcalm-o-matic.co.uk







STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


Scope Reduction
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STEPS TO MOVE FORWARD AND 
GET BACK ON TRACK


Outsource
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APPLY TECHNIQUES OF "SELF-CARE" TO KEEP 
YOU AND YOUR TEAM MOTIVATED! 







STAY MOTIVATED
Be a cheerleader, not just a coach
Practice empathy
Pile on the positive feedback
Get out of the way
Remember your manners
Keep your door open
Make them part of the mission
Do more yoga







ADDITIONAL RESOURCES…
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GDPR, CCPA & 
RECORDKEEPING


THINGS JUST GOT REAL







LEARNING OBJECTIVES


• Describe the similarities and differences between GDPR and CCPA


• Identify actions for addressing privacy compliance


• Understand the role of records and information management in achieving and 
enforcing privacy compliance







PRIVACY







WHAT DOES PRIVACY MEAN?


• Privacy is the right to be let alone, or freedom from interference or intrusion


• Information privacy is the right to have some control over how your personal 
information is collected and used







WHY DOES IT MATTER?


• As the technology gets more sophisticated (and invasive), so do the uses of data


• Privacy has fast-emerged as perhaps the most significant consumer protection 
issue—if not citizen protection issue—in the global information economy


• Organizations that don’t “do privacy” right are at risk—of government 
enforcement, class action lawsuits, financial ruin, damaged reputation and loss 
of customer loyalty







PRIVACY V. SECURITY… SAME THING?


• Data privacy is focused on the use and governance of personal data


• Security focuses more on protecting data from malicious attacks and the 
exploitation of stolen data for profit







GDPR
EU GENERAL DATA PROTECTION REGULATION







GENERAL DATA PROTECTION REGULATION


• Package of new legislative rules being introduced by the EU to make it easier 
for residents of EU countries to protect their personal data online


• Officially approved on April 27, 2016, and went into effect across the entirety 
of the EU May 25, 2018


• Unlike EU directives, which require further action on behalf of member 
nations’ governments in order to enact, the GDPR is a regulation, meaning 
that the rules will immediately become legally binding on May 25, 2018







GENERAL DATA PROTECTION REGULATION


• Many European countries already have their own robust data collection and 
storage laws, but the GDPR’s purpose is to make safeguarding users’ data 
stronger, easier, and more uniform across the European Union, unifying 
existing data protection regulations across its 28 member states


• GDPR supersedes any and all existing data privacy and protection laws 
currently upheld by the EU’s member states


• Firms that are found to have breached or violated any part of the legislative 
package after initial sanctions can be fined up to €20 million (approximately 
$23.5 million USD) or 4% of a company's worldwide turnover, whichever is 
greater







10 KEY GDPR REQUIREMENTS


1. Lawful, fair and transparent 
processing


2. Limitation of purpose, data and 
storage


3. Data subject rights


4. Consent


5. Personal data breaches


6. Privacy by design


7. Data Protection Impact 
Assessment


8. Data Transfers


9. Data Protection Officer


10. Awareness and training







IS CONSENT NEEDED?


1. Compliance with a legal obligation


2. Contractual performance


3. Vital interests


4. Public interest or acting under official public authority


5. Legitimate interest


6. Data subjects’ consent







ARTICLE 30


• Article 30 of the GDPR requires organizations that process personal data to 
maintain a record of their processing activities


• Data controllers and data processors each have their own separate set of 
obligations


• In general, the obligations under Article 30 apply to every organization 
regulated by the GDPR







CCPA
CALIFORNIA CONSUMER PRIVACY ACT







CALIFORNIA CONSUMER PRIVACY ACT


• The California Consumer Privacy Act (CCPA) was created to protect the privacy 
and data of consumers. 


• The act requires businesses tell consumers what data its collecting and gives 
consumers the right to say no to the sale of their personal information. 


• CCPA will become effective January 1, 2020







RIGHTS GRANTED TO ‘CONSUMERS’ UNDER THE CCPA
• Know what personal information a company is collecting and how it will be 


used, before or at the point a company collects the personal information


• Access a copy of the “specific pieces of personal information” that a business 
has collected about that consumer


• Deletion of a consumer’s personal information


• Opt out of the sale of a consumer’s personal information to third parties


• Not be discriminated against because the consumer exercised any of the 
consumer’s rights


• Ability to individually sue organizations that violate the CCPA







WHAT’S A CONSUMER?


• The CCPA uses the term “consumer” to refer to the individuals whose 
information is governed by the statute. 


• The term is defined to include any “natural person who is a California 
resident.”


• Read literally, the statute regulates data not only of individuals that consume 
a product (e.g., a customer of a store), but data stored relating to California-
based employees, and California-based business contacts or prospective 
customers







PERSONAL INFORMATION


• Under the CCPA, personal information is “information that identifies, relates 
to, describes, is capable of being associated with, or could reasonably be 
linked, directly or indirectly, with a particular consumer or household.”  


• The extensive list of identifiers covered in the definition includes data from 
internet or network activity, such as browsing and search history; data from a 
consumer’s interaction with a website, application, or advertisement; 
biometric and geolocation data; and any inferences that can be drawn from 
such information.”







A SALE BY ANY OTHER NAME… IS STILL A SALE


• A “sale” under the CCPA includes “selling, renting, releasing, disclosing, 
disseminating, making available, transferring, or otherwise communicating 
orally, in writing, or by electronic or other means, a consumer’s personal 
information by the business to another business or a third party for monetary 
or other valuable consideration.”


• If “valuable consideration” is interpreted in a manner consistent with existing 
California contract law, all agreements where personal information is 
exchanged and the transferring entity receives any benefit to which it is not 
legally entitled absent the agreement will likely be considered a “sale” under 
CCPA.”







AND IT’S STILL BEING REVISED…


• Under the law, consumers may file complaints to the attorney general over 
alleged violations but can sue only in the case of a data breach


• A new bill, introduced in the state legislature in February, would enable 
consumers to sue over any alleged violations of CCPA


• The bill also removes a provision in the act giving businesses time to “cure” 
alleged violations within 30 days without penalty







COMPLYING WITH THE CCPA


• Determine if you want to maintain separate privacy notices for California 
residents and all other clients or create a single unified notice; and update 
privacy policies accordingly 


• Review and understand what personal information is collected by your 
business.


• Understand how the personal information collected is used, confirm if the 
information is sold to third parties or shared and what is the purpose of such 
sharing.


• Review internal policies and procedures regarding the collection of personal 
information.







COMPLYING WITH THE CCPA
• Prepare policies and procedures to make sure your company can respond 


when customers request access to, deletion from, or information related to 
the sale or disclosure of their information.


• Implement and prepare technological solutions that process requests made 
by the customers to opt-out of the sale of personal information.


• Train employees responsible for handling customers’ personal information.


• Review contracts with service providers that have consumer personal 
information provided by your business.


• Ensure that third party audits of service providers who have access to your 
consumer personal information are compliant with CCPA.







GDPR V. CCPA
Topic GDPR CCPA


Who it protects EU data subjects California ‘consumers’


Definition of PI Direct or indirect information related to an identified or 
identifiable EU citizen


Information that relates to or could be linked with a 
consumer or household.


Who has to comply Data controllers and data processors Medium and large businesses that process the PI of 
CA consumers


Right to deletion Applies to all data collected about the data subject; has few 
restrictions


Applies only to data collected directly form and 
about consumers


Data minimization mandate Yes No


Right to correction Yes No


Basis for consent Requires organizations to obtain consent prior to collecting 
data


Businesses are allowed to process and sell the PI of 
consumers who make an online purchase or sign up, 
but must enable them to opt out of the sake of their 
PI or request deletion


Data protection officer required Yes No


Fines Up to €20 million or 4% of worldwide turnover, whichever is 
greater


Up to $2500 per violation or $7500 per intentional 
violation, as well as $100-$750 per incident in 
compensation to individuals


Source: Sirius Computer Solutions







LEVERAGING GDPR PREPAREDNESS FOR THE CCPA







RECORDKEEPING 
WHAT DOES THIS ALL MEAN?







END OF THE ‘KEEP EVERYTHING’ CULTURE


• Traditional approaches to retention periods have focused on the minimum 
length of time that information must be retained, with little to no emphasis 
on disposition once retention has been met


• GDPR, CCPA and privacy regulations in general focus on keeping information 
only as long as it is needed and no longer


• Over retention of PI data is a violation of privacy regulations and the sanctions 
under GDPR and CCPA can be significant


• As PI data has a tendency to permeate an organization, focusing on the ‘usual 
suspects’ for PI disposition is no longer enough







RETENTION SCHEDULES AS SWORD & SHIELD


• To minimize privacy risk, organizations need to understand their legal 
recordkeeping obligations


• To goal is to manage all records to the exact requirements identified, and 
aggressively manage and control non-records to minimize retention, storage, 
and distribution after immediate use


• Hold the business groups/functions to task to manage records and non-
records as outlined


• Use the documented retention to set expectations with regulators and as a 
basis for responding to Subject Access Requests/Right to Erasure Requests 







RETURN OF THE DATA MAP


• Privacy regulations (and others) require organizations to have a solid 
understanding of what data they have, where it resides, how it moves through 
the organization, etc.


• An data map is an inventory of the data sources that tells you what data your 
organization has, where it is, and who is responsible for managing it, as well 
as who has access to the data. The data may be in many forms including 
physical documents, electronic files, databases and applications.


• With the data map in hand, the organization can risk-rank issues and data 
sources and prioritize remediation, implementation of controls, system 
decommission, etc. as needed to address privacy goals and risks 







‘ARTICLE 30’ COMPLIANCE FOR ALL
According to Article 30(1) of the GDPR, at minimum, the record of processing, in 
respect to data controllers, should include:


• where applicable, transfers of personal data to a third country or an 
international organization, including the identification of that third country or 
international organization and, in the case of transfers referred to in the 
second subparagraph of Article 49(1), the documentation of suitable 
safeguards;


• where possible, the envisaged time limits for erasure of the different 
categories of data;


• where possible, a general description of the technical and organizational 
security measures referred to in Article 32(1).







‘ARTICLE 30’ COMPLIANCE FOR ALL
According to Article 30(1) of the GDPR, at minimum, the record of processing, in 
respect to data controllers, should include:


• the name and contact details of the controller and, where applicable, the joint 
controller, the controller’s representative in the European Union and the data 
protection officer;


• the purposes of the processing;


• a description of the categories of data subjects and of the categories of 
personal data;


• the categories of recipients to whom the personal data have been or will be 
disclosed, including recipients in third countries or international 
organizations;







‘ARTICLE 30’ COMPLIANCE FOR ALL


• Unless an organization can determine what type of personal data it processes, 
where that data is stored and how such data moves through and out of the 
organization, it will be impossible to comply with the letter and spirit of many 
privacy regulations


• Documentation and upkeep of the ‘record of processing’ as outlined in GDPR 
is in and of itself a significant recordkeeping effort


• Combined with a data map, an inventory and analysis of the data processes, 
and a robust governance framework, the ‘record of processing’ helps provide 
insight and understating that will lead to better compliance for recordkeeping, 
privacy, security, discovery, data management…
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Implementing IG


Jason C. Stearns, IGP CRM CIPP/US







Learning Objectives


Upon completing this session, you will be able to:


 Describe the differences and connections between a RIM Program and an IG Program


 Identify the Duties, Tasks and Steps to implement an IG Program


 Understand the role of an IG professional and the Skills, Abilities and Attributes to be 
successful


 Evaluate Tools and Resources for implementation and on going success for the IG 
Program







RIM v. IG







What is Information Governance







Records and Information Management


 An organizational function devoted to the management of information in an organization 
throughout its life cycle, from the time of creation or inscription to its eventual disposition. 
This includes identifying, classifying, storing, securing, retrieving, tracking and destroying or 
permanently preserving records


Wikipedia







Records and Information Management


 The field of management responsible for establishing and implementing policies, systems, 
and procedures to capture, create, access, distribute, use, store, secure, retrieve, and 
ensure disposition of an organization’s records and information


Glossary of Records Management and Information Governance Terms – 5th Edition







Information Governance


 A strategic, cross-disciplinary framework composed of standards, process, roles, and 
metrics that hold organizations and individuals accountable for the proper handling of 
information assets. The framework helps organizations achieve business objectives, 
facilitates compliance with external requirements, and minimizes risk posed by sub-
standard information management practices        


Note: Records and information management (RIM) is an essential building block of and 
information governance program.


Glossary of Records Management and Information Governance Terms – 5th Edition







Information Governance


 The set of multi-disciplinary structures, policies, procedures, processes and controls 
implemented to manage information at an enterprise level, supporting an organization's 
immediate and future regulatory, legal, risk, environmental and operational requirements. 


Wikipedia







Information Governance


 The activities and technologies that organizations employ to maximize the value of their 
information while minimizing associated risks and costs


Information Governance Initiative







Governance versus Management


 Governance defines the organization’s high-level objectives and develops high-level 
strategies, policies, and processes to support them


 Stakeholders implement the strategies, policies, and processes in the context of their 
specific operations and authority – that is they manage to the objectives established by 
governance


 IG complements and coexists with existing functions that have managerial responsibility 
for information-related processes, activities, and operations


 IG establishes the strategic direction and guidance for stakeholder functions; it does not 
replace or diminish them







Implementing an IG Program







6 Steps to Implement IG 


Align 
Technology 
with the IG 
Framework


Establish IG 
Business 


Integration & 
Oversight


Establish the 
IG Program


Develop the 
IG 


Framework


Develop the 
IG Strategic 


Plan


Manage 
Information 


Risk & 
Compliance







Managing Information Risk & Compliance


 Monitor the legal and regulatory landscape


 Identify internal and external compliance requirements


 Prepare a risk profile


 Conduct a risk assessment


 Develop risk and compliance metrics


 Create the mitigation plan


 Manage the risk mitigation process


 Conduct risk and compliance audits







Developing the IG Strategic Plan


 Align resources to develop plan


 Analyze internal drivers


 Analyze external drivers and trends


 Develop a strategic plan







Developing the IG Framework


 Conduct due diligence to identify standards to guide the IG framework


 Establish enterprise IG policies and standards


 Develop authority, roles and responsibilities


 Develop communications and training


 Develop auditing and enforcement mechanisms for the framework







Establishing the IG Program


 Establish program scope, mandate and reporting


 Assign accountabilities


 Implement the IG program


 Manage the IG Program







Establishing IG Business Integration & 
Oversight


 Define the current state of business processes


 Define the current state of technology use in the business process


 Align IG framework with business area requirements


 Guide Information management decisions







Aligning Technology with the IG 
Framework


 Identify how technology is used in the business


 Monitor and evaluate technology trends


 Evaluate hardware, software, and data lifecycles


 Align IG strategic plan and framework with the IT strategy and operations











Questions
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